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A SURVEY ON INTRADOMAIN AND INTERDOMAIN 

ROUTING IN TRADITIONAL IP AND MPLS 

BASED VPN ENVIRONMENTS 

 

 

Abstract 

This survey describes how securely the information is shared      

between various provider edge (PE) and customer edge (CE) services. 

For sharing that information securely, the user needs a secure routing 

environment. Further, this paper discusses and compares various 

intradomain and interdomain routing techniques in traditional internet 
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protocol (IP) and multi-protocol label switching (MPLS) based          

VPN environments through the comparison table and graphical 

representations. 

1. Introduction 

For a piece of information that needs to be transferred from source to 

destination, a proper routing has to occur. Routing acts as a transmission 

medium between routers to share information about network topology, the 

status of the network, maintenance, and availability of the network and 

allows the router to maintain and update the routing table information 

between them. The major classification of routing is intradomain routing and 

interdomain routing. In intradomain routing, the information has been shared 

only within the particular autonomous system (between the group of routers 

and networks under the control of one entity). It ignores the internet outside 

the domain. Since the routing has to interact only within a particular 

autonomous system, the information about the different components 

presented in a network within a particular domain is required. The most 

important protocol used in intradomain routing is interior gateway protocol 

(IGP), which is further classified into distance vector and link state. The 

most popular example for distance vector is routing information protocol 

(RIP) whereas, as for link-state, the important example is open shortest         

path first (OSPF). On the other hand, in interdomain routing, the routing 

algorithm works within the domain and also between the autonomous 

systems. Since the data is shared between two autonomous systems, the 

entire domain must know the different components present in the network. 

The most important interdomain routing is the exterior gateway protocol 

(EGP). A popular example of this is the border gateway protocol (BGP), 

which is used to connect two or more autonomous systems with the help of 

an MPLS based VPN environment. 

In traditional IP networks, clients like to involve BGP as a provider edge 

– customer edge sites when moving from traditional IP to MPLS-VPN based 

environment. This assists the clients to build a consistent end-to-end routing 

policy. In an MPLS-VPN organization, BGP makes use of VPN sites that are 
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transparently carried across the internet backbone to another site in the same 

VPN. Because there is a single routing protocol that is used for the entire 

process of VPN between sources to destination sites, hence the concept of 

redistribution does not occur. 

 

Figure 1. Classification of routing protocols. 

2. Literature Survey 

Reference [1] modified a traditional crank back and proposed a simple 

“Crank back with cache” scheme to focus on the scalability of routing to 

establish on-demand end-to-end QoS requirements. Further developed a new 

routing protocol, service model, signaling mechanism, and service discipline 

schemes to support various QoS applications in Internet Protocol. In general, 

QoS is referred to as a path finding algorithm that mainly depends on the 

accuracy of routing information such as link residual bandwidth. Here            

the path finding algorithm uses Dijkstra’s shortest path algorithm for load 

balancing. For the routing information advertisement, three schemes have 

been used. They are periodic schemes, threshold schemes, and exponential 

class schemes and also use integrated service and rate-based service 

discipline schemes which are simulated in the C language to implement 

intradomain QoS routing on a per-connection and on-demand basis. Thus the 

proposed crank back with cache had improved the performance for using 

large values of clampdown timer and also reduced the advertisement traffic. 
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Reference [2] presented a key difference between IP routing and       

MPLS approach and provided a solution to IP QoS, gigabit forwarding, 

network scaling, and traffic engineering. MPLS technique solves the IP 

scaling problems and finds a solution to IP network traffic, per-hop QoS,               

traffic engineering, and signaling/provisioning. It also implements traffic 

engineering techniques to emulate high-speed tunnels and to forward packets 

over non-shortest paths. Here IP router and MPLS LSR get divided into two 

different engines, i.e., the management engine and packet forwarding engine. 

MPLS supports constraint routed LSPs (label switching protocols) which is a 

real selling point for MPLS by using two techniques, namely, CR-LDP and 

M-RSVP. These LSPs associated with QoS guarantee to provide topological 

isolation and temporal isolation that lead to sophisticated load balancing and 

MPLS to be deployed by services. Thus the paper finally states that MPLS 

will remain a mixture of magic and myth. 

Handover latency and signaling traffic are the major drawbacks that 

occur when a mobile node migrates to an adjacent subnet without getting 

registered with LSP [3]. To overcome this drawback, we proposed MPLS 

based mobile IP architecture that allows frequent location management       

and LSP setup operations by using label distribution protocol (LDP). After 

analyzing several LSP re-routing schemes, it finally proposed a multicast        

re-routing scheme that supports smooth handover in MPLS based mobile           

IP networks. The major components used in this network are hierarchical 

architecture, registration procedure, communication protocol using LSP, 

handover, and re-routing procedure. The handover procedure mainly 

concentrates on LSP re-establishment, dynamic re-routing, and multicast-

based re-routing. The performance analysis made here is handover delay, 

disruption delay, and buffer requirement. This analysis concludes that the 

multicast re-routing scheme has reduced the handover latency and signaling 

traffic and provides the best shortest disruption period. 

An approach to traffic engineering in intradomain networks by using 

interior gateway protocols such as OSPF and IS-IS has been described in  

[4]. This paper explains the idea of how to adapt the configuration of link 
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weights based on traffic and topology within the network domain and 

summarizes the results for optimizing OSPF and IS-IS weights to the 

prevailing traffic. It also states that the traditional shortest path routing 

protocols with the traffic engineering technique are the most effective ones 

for controlling the flow of traffic in large IP networks by incorporating the 

traffic load in the link state advertisements and the path selection decisions. 

The framework for traffic engineering has two main features that are the 

centralized approach for setting the routing parameters and the use of link 

weight to drive the path selection process. The major advantages of using 

traditional OSPF/IS-IS are low protocol overhead, diverse performance 

constraints, and compatibility with traditional shortest path IGP’s. The 

traffic engineering approach has three main steps: measure, model, and 

control. The measure consists of topology/configuration and traffic demands, 

the model consists of path selection based on IGP configuration, and finally 

control consists of reinforcing the IGP weight/utilization. Thus finally, it 

concludes that the establishment of backup paths and faster re-routing are the 

effective ways to reduce the disruption of traffic and network failures. 

The characteristics of interdomain routing with traffic engineering 

techniques by measuring the basis of three different internet service 

providers have been analyzed in [5] explaining how tuning is used to control 

the incoming and outgoing traffic with its limitations. Here tuning is done 

based on the trial and error method. For better control of packets flow in       

an IP network, the traffic engineering technique has been employed. In 

interdomain routing, BGP is particularly used to route packets between the 

domains. The stub domain and transit domain are the two main domains in 

which the packets have been transferred. The stub domain produces the IP 

packets whereas the transit domain interconnects the different domains and 

carries the packets to an external domain. The major challenges faced in 

traditional IP networks are the size of the internet and the best-effort service. 

To overcome this challenge, the BGP is proposed with traffic engineering 

technique to control packets’ flow and show that the autonomous system has 

more control over its outgoing traffic than its incoming traffic. 
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A mechanism for traffic engineering techniques by combining 

differentiated services and constraint-based routing to meet different QoS 

requirements, load balancing, and throughput to improve the capability of 

the network has been developed in [6]. The major drawbacks of traditional 

IP networks are that the internet cannot meet different QoS requirements 

according to different traffic flows, it also meets serious local congestion 

and inefficient utilization. The proposed differentiated service model 

performs traffic differentiation by using three different service classes,           

they are expedited forwarding (EF), assured forwarding (AF), and best  

effort (BE), to forward traffic flows to different per-hop behavior. Traffic 

engineering provides the most efficient methods to solve the problems           

of congestion, uneven load distribution, network resource utilization and 

optimizes traffic performance. MPLS provides the solution to improve 

packet forwarding performance by using an efficient packet forwarding 

technique. Thus the proposed method combines differentiated service and 

traffic engineering mechanisms to provide new traffic engineering over an 

MPLS based network and achieves high network performance. 

Reference [7] proposed two routing techniques over traditional IP 

networks, namely, routing with a clue (RC) technique and MPLS technique. 

Here routing with a clue technique is mainly used to improve the 

performance of routing in IP networks by distributing the IP lookup process 

to all nodes. A “clue” is a small unit that is used to carry IP lookup 

information into the next node which is presented in the path. MPLS is 

another technique that uses “label” to carry routing information from source 

to destination. Throughput, mean queue length, mean waiting time, and 

network utilization are the few parameters that are simulated to analyze the 

performance between RC and MPLS networks. In an RC network, packets 

are freely routed and distributed all over the path in a network. It does not 

require any pre-calculation so the packets are traversed equally to all nodes 

in the path. Whereas in MPLS network, it requires pre-calculation to find a 

path to transmit the packets and utilize the same path for transmission of all 

packets which leads to an increase in mean waiting time and mean queue 

length at every node. It also takes more time to calculate the path. By 
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comparing the performance between RC and MPLS, the result shows that 

RC is much better than MPLS routing in terms of throughput and queue 

management. 

Reference [8] presented a comparative performance analysis of 

traditional IP and MPLS based networks in case of heavy traffic 

environments for multimedia applications. Traffic engineering is the major 

technique applied in MPLS networks to provide business class transports 

and also handle various real-time services, where IP-based networks           

are connectionless. For multimedia applications, IP networking has many 

drawbacks in terms of delay time, jitter, packet loss, and low reliability.          

The simulations are done in the NS-2 simulator in terms of throughput, 

utilization, packet loss, and reception packet and finally, the result shows 

that IP networks do not provide any resource assurance for traffic flows and 

it also causes some network performance problems such as starvation and 

unfairness for certain traffic. In the case of MPLS-TE, the performance of 

the network has been improved significantly with good quality of service. 

Multi-constrained is the major problem that considers several terms like 

delay, jitter, packet loss, and bandwidth [9]. To overcome this problem,        

we proposed a routing-based dynamic admission control mechanism in the 

MPLS network to control the IP traffic flows and to provide end-to-end 

delay constraints for all flows without re-routing. A dynamic admission 

control mechanism is mainly used to accept or reject the new flow based on 

the requested bandwidth and the resource available in the network. This also 

solves the mathematical programming model for all traffic flows and the 

numerical results reduce the end-to-end delay for each flow. In this paper, 

the concept of re-routing is avoided as it leads to QoS effect. Performance 

evaluation has been done for blocking rate, a ratio of constraint violated, 

end-to-end delay, and blocking rate for different numbers of LSPs allowed in 

the path and the result shows that it significantly reduces the mean end-to-

end delay for each flow. 

A new dynamic routing scheme with minimum interference in         

MPLS networks to achieve traffic engineering in traditional IP networks          

and provide route optimization and performance improvements has been 
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proposed in [10]. LSP routing algorithm reduces the interference to achieve 

efficient routing of MPLS bandwidth. The traffic engineering technique 

employed in MPLS networks has been used to achieve the performance of 

the network goals such as delay minimization and throughput maximization. 

The commonly used algorithm is the minimum hop algorithm whereas 

MIRA is referred to as the minimum interference routing algorithm that 

increases the number of paths in a network for improving online routing.              

It also identifies the critical paths and avoids overloading a network. 

Performance measurement for MIRA network consists of several LSP setup 

requests rejected for 10 experiments, deviation of bandwidth utilization  

ratio for 10 experiments, and time cost with LSP number increasing   

whereas dynamic routing algorithm scheme considers bandwidth available  

of links in the network, traffic flow distribution, and cost metric balances.  

Thus the simulation result shows that the algorithm (BU-MIRA) has          

good performance in route optimization, load balancing, and computation 

complexity. 

Route reconvergence in VoIP users has impacts on latency and jitter 

[11]. When the routing table becomes complex, there will be more utilization 

of RAM and CPU power. This slows down the routers and affects the speed 

of the network. Thus is shown the analysis of how VoIP performance is 

being affected by different interior routing protocols such as RIP, OSPF,  

and EIGRP. In general, VoIP is performed well in an enterprise network        

based on interoperability, security, and bandwidth management. Network 

performance has been simulated in the OPNET modeler including the 

measurements of hop count, delay, bandwidth, load, reliability, cost and 

mean opinion score. The simulation result shows that RIP performs well 

with the fastest possible route and carries out the low efficient routing, 

where enhanced interior gateway routing protocol (EIGRP) has link failure 

and affects the performance of the network and finally OSPF maintains 

acceptable performance, flexibility, and efficiency for VoIP service 

networks. Thus the statistical analysis for this overall performance of interior 

routing protocol concludes that OSPF performs well for enterprise networks 

in case of resilience and efficiency to support VoIP services. 
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Reference [12] proposed an MPLS layered network architecture and 

introduced a mechanism that integrates both IPv4 and IPv6 networks which 

help to improve the performance of the whole internet environment. MPLS 

becomes popular in fast-forwarding of packets and helps the customer and 

provider sites with fast data exchanging environments such as unicast, 

multicast, VPN, and TE with help of RSVP (resource reservation protocol) 

in both IPv4 and IPv6 networks. Layered MPLS architecture is mainly 

referred to as dividing the basic MPLS network layer into several sub-layers 

based on their functionalities. This mechanism not only solves the high label 

consumption problem but also meets QoS requirements with lower resource 

consumption for the entire network without causing cross-layer talks. The 

major issues present in the existing MPLS networks are increasing the 

amount of label consumption and QoS requirements which are countered by 

introducing layered MPLS network architecture. 

Dynamic routing implementation decisions between distance vector 

routing protocol or link-state routing protocol or between the combinations 

of both routing protocols have been presented in [13]. These routing 

protocols are simulated by using the OPNET modeler. The result shows that 

EIGRP performance is better when compared with RIP and OSPF in terms  

of network convergence activity, network convergence duration, routing 

protocol traffic, CPU utilization, network bandwidth utilization, throughput, 

and queuing delay. It also has control over timing issues and does not need 

any hierarchical designs to operate efficiently. Thus EIGRP results in greater 

functionality and stabilization with ease of greater network maintenance 

when compared with RIP and OSPF. 

An experimental OpenFlow 1.0 extension to support MPLS has been 

designed [14]. By utilizing OpenFlow MPLS, it implements an OpenFlow 

source prototype based on NetFGPA and compares the performance 

measurements of the prototype with software routers. The measurement 

shows that the protocol is an efficient tool in testbeds for achieving line-

speed forwarding. The OpenFlow extension modifies the flow table of 

OpenFlow so that it can include two MPLS labels and allows the definition 
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of virtual ports. The implementation of NetFGPA supports up to two virtual 

ports for MPLS networks. The testbeds ensure that the open-source label 

switched router improves the performance of line-speed forwarding in 

prototype networks. In the proposed method, the current NetFPGA 1G 

supports only upto 32 flows in a network, so these are targeted to use of 

NetFPGA 10G for better performance in the future. 

Multiprotocol label switching virtual private networks (MPLS-VPNs) 

and virtual private LAN service (VPLS) are most efficient due to their 

scalability, ease of setup, and support by major vendors [15]. A methodology 

is used to analyze the performance of MPLS and VPLS by considering BGP 

to maintain VPN information. An extensive tradeoff between scalability and 

visibility of network events for which architecture and prototype were 

implemented has been proposed. The major solution provided by some 

industries for the management of MPLS and VPLS includes Cisco’s IP 

solution center, Alcatel-Lucent’s service-aware management, HP’s service 

activator solution for VPN services, and IBM’s Tivoli network manager. But 

these solutions also suffer from several drawbacks like offering a limited 

view of the effect of network events such as reconfiguration and device 

failures, being more targeted at provisioning, more focused on a single 

technology, and based on proprietary. Thus the proposed research area 

mainly focused on routing convergence and scalability rather than 

monitoring. This monitoring tool could spot a subtle routing anomaly and it 

was being reported to vendors. Quagga routing site is used for best 

interoperability. 

Reference [16] compared and analyzed two interior gateways routing 

such as EIGRP and OSPF based on the performance of VoIP in BGP-MPLS 

and IP VPN. The combination of MPLS and IP routing improves the 

forwarding mechanism, scalability, and overall network performance. VoIP 

is a transmission technique that provides reliable communication for voice 

and data transmission and it is more cost-effective. It does not guarantee to 

provide the best quality of traffic in a network when it uses conventional 

routing which leads to delay and packet loss. To overcome this issue, VoIP 
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uses an MPLS based VPN which offers better routing in packet-switched 

networks. OPNET modeler 14.5 is a simulating tool that has been used to 

simulate the performance between EIGRP and OSPF based on delay, jitter, 

and mean opinion score. The result shows that EIGRP has a high delay, 

jitter, and decreased MOS value when the rate of the call gets increased. 

Thus OSPF and BGP-MPLS-VPN provide a better solution for VoIP VPN 

applications. 

Virtual private networks do not perform well for some applications such 

as VoIP, data application, and financial transactions even when there are 

small disruptions in connectivity [17]. It also leads to a deficiency of BGP 

scalability when network scaling is larger and larger which has become a 

bottleneck in the VPN network. The reason behind the deficiency of BGP 

scalability in large scale MPLS-VPN is slow route convergence which 

utilizes more time to exchange update routes between routers and slow route 

table transfer makes lower utilization of the provider network backbone due 

to the presence of the idle state in a period. The simulation of BGP is done in 

an OPNET modeler and the result shows that BGP is the most important 

protocol that has been used for large and complex networks but in the case 

of very large scale MPLS-VPN networks, there is a convergence delay in a 

network due to failure detection and route invisibility which has become the 

bottleneck that affects the QoS of VPN network. 

Traditional IP networks, namely, frame relay and ATM networks have 

many drawbacks while operating in larger networks such as cost, security, 

flexibility, and scalability [18]. To overcome this problem, MPLS based 

VPN networks have been used that allow an organization to interconnect 

with provider and customer sites through secure links and provide a          

better understanding of the large network management operation of service 

provider networks. The proposed work focuses on IGRP routing in MPLS- 

VPN networks. For investigation purposes, two routing protocols of IGRP, 

namely, OSPF and IS-IS were used. These routing protocols were simulated 

by using the OPNET modeler, and performance was analyzed. Based on the 

results, it concludes that MPLS-VPN gives the best service to the service 
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provider networks when compared with traditional IP networks. By 

comparing the simulation performance of OSPF and IS-IS routing protocols, 

it concludes that IS-IS gives better performance in terms of delay, 

convergence and can build a single large network area. It also supports a 

single topology for IPv6 network routing. 

For uni-cast flows in the MPLS network, a fault-tolerant routing model 

has been proposed in [19]. This model includes three backup schemes         

such as link, node, and path protection by fast re-route. Overloading in the 

network causes QoS degradation, this can be solved by changing the fast re-

route in the MPLS network to a flow-based model. This model calculates 

two types of paths for the same flow: primary and backup. It also introduces 

non-linear restrictions to prevent link, node, and path intersection of primary 

and backup routes in an MPLS network. 

Reference [20] described modeling and simulation tools to evaluate the 

performance of MPLS based networks. Three different simulation tools have 

been used to analyze the performance, which are GNS3, OpenSimMPLS, 

and OPNET modeler. The first simulation tool is GNS3 which is used           

by CISCO devices for designing and modeling computer networks. Here 

Wireshark is used to analyze the results of topology and protocols employed. 

The second tool is OpenSimMPLS which helps the designers to know packet 

flow, packet re-routing due to some major issues like congestion, link 

failure, and buffer overflow. The third tool is the OPNET modeler which          

is used to investigate VoIP applications between MPLS networks and 

traditional IP networks. These three experimental result shows that MPLS 

networks perform better than traditional IP networks because MPLS 

networks use the Label Switching Technique to improve the speed of routing 

in a network. 

A comparative study of dynamic routing protocols, namely, distance 

vector and link state has been presented in [21]. The main example for 

distance vector is RIP and for link-state is OSPF. In general, routing is the 

most important process for communication purposes on the internet. For 

transferring information securely among routers from source to destination, 
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routing protocols are used in the interconnection of networks. Several 

routing protocols have their applications for packet routing on the internet, 

namely, RIP, OSPF, EIGRP, OPNET, IGRP, etc. In the proposed method, 

the simulation has been done by using GNS3 which compares the 

performance of RIP and OSPF. RIP is suitable only for smaller networks       

as it sends the complete routing information using periodic updates which 

causes overheads in the network and results in unnecessary wastage of 

bandwidth, high latency, and higher convergence time. On the other hand, 

OSPF has a faster convergence rate, efficient use of bandwidth, less packet 

loss, and a higher throughput rate. Hence the simulation result shows that 

OSPF has the least transmission rate, high reliability, high efficiency, and 

lower administrative distance value when compared with RIP. Thus OSPF 

performs well for larger networks and RIP can be used only for small and 

simple networks. 

Reference [22] designed a multi-VRF MPLS network that separates 

larger networks into smaller networks in a cost-effective way and provides           

a solution to many problems that are faced between customer edge               

and provider edge by using a limited number of resources. In the case                    

of customer edge routers, virtual private networks do not provide any 

customary LAN for private networks. To overcome this, the multi-VRF CE 

feature also called VRF-lite is used, where the customer edge routers can           

be performed more economically with the help of VPN functionality. The 

simulation tool used here is GNS3 with VMware visualization which is         

well suited for real-time network environments. The result shows that 

privatization and security can be achieved with a minimum number of links 

in a network. Thus the use of this design limits the wastage of links and 

provides cost-effective operation for both the customer and service provider 

edge in a network. 

An upgraded topology for internet service provider (ISP) in MPLS and 

BGP environments has been proposed in [23]. The major drawbacks present 

in the traditional service provider networks are reliability, availability, and 

management. These drawbacks can be removed by an upgraded virtual 

environment using two simulator tools. The first simulator design is a 
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network topology that can be used to evaluate real-time architecture, process 

all packet exchange, and finally check all protocols within a network. The 

second simulator is used to evaluate the amount of traffic in a network. This 

also deals with the simulation and analysis of double-layer design. This 

design provides high reliability, availability, and management feature for 

both, logical and physical links and also backup schemes for protocols such 

as MPLS, BGP, and VRF making the network easier to understand about 

network topology and become more stable. MPLS and BGP decrease the 

cost of network management and also create a link on their own. Thus the 

simulation result shows that an upgraded topology performs better when 

compared with a traditional topology in terms of speed and capacity. 

Dynamic multipoint virtual private network provides better scale for 

hub-to-spoke and spoke-to-spoke network designs by allowing IP security 

VPN networks to optimize their performance and reduce the latency for 

better communication [24]. This technique integrates different concepts  

such as generic routing encapsulation (GRE), IPsec encryption, next-hop 

resolution protocol (NHRP), and routing that allows end-users to 

communicate effectively by using IPsec tunnels. In the existing work, we use 

RIP for smaller networks and EIGRP for larger networks in spoke-to-spoke 

topology whereas in the proposed work, we analyze and simulate routing 

protocols for Dual Hub Dual DMVPN hub-to-spoke topology that ensures 

the least delay, less jitter value, fast convergence time and link utilization. 

The simulation uses the OPNET modeler and compares the performance 

between EIGRP and OSPF based on convergence time, link utilization, and 

end-to-end delay. The result shows that both OSPF and EIGRP provide the 

best routes for securing large enterprise networks by using Dual Hub Dual 

DMVPN hub-to-spoke topology because of their fast convergence and 

utilization. But the proposed work strongly recommends using OSPF since  

it is a standard routing protocol for multi-vendor enterprise network 

architecture. 

The potential threats to the privacy and security of users’ data are        

being hacked, lost, and exposed by cybercriminals [25]. These threats can  

be countered by using virtual private networks (VPN) providing secure 
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communication, anonymity, and privacy to users and organizations to               

a greater extent. We compare the working principle of three VPNs,       

namely, MPLS, IPsec and SSL, based on their features, performance, 

security, quality of service, convenience, scalability, maintainability, speed, 

development, technology, the impact of VPN on firewalls, and cost-

efficiency. By comparing the performance of three VPNs, the result shows 

that the internet protocol security (IPsec) VPN is highly secured and the 

most commonly used VPN but it does not have fine-grained access control 

over the network. Secure sockets layer (SSL) is the most secure VPN           

used on the internet for secure communication but it cannot meet QoS 

requirements as expected. Multi-protocol label switching VPN is the least 

safe but it provides perfect QoS requirements for more local area networks. 

Thus the final result shows that SSL VPN is the best choice of VPN for 

secure communication. 

Intradomain routing is one of the most fundamental building blocks of 

the internet [26]. The paper answers the question of whether the performance 

of intradomain routing can be improved with the help of reinforcement 

learning (RL). It is difficult to answer for RL based routing solution as it 

suffers from complex network traffic and large action space in routing. To 

overcome, the challenges of RL based routing users have to investigate         

the performance of several approaches in terms of scalability, stability, 

robustness, and convergence. The authors also proposed two methods based 

on the lessons learned from the solutions of R-based routing. The two 

methods are, namely, supervised Q-network routing (SQR), discrete link 

weight based routing (DLWR) which outperform the shortest path 

intradomain routing and boost the performance of RL routing. The result 

shows that Q-routing cannot be used for high-speed networks due to its high 

frequency in routing updates and had some scalability and robustness issues. 

The link weight-based routing (LWR) also had some implicit problems when 

the RL routing algorithm is applied. Thus the proposed SQR and DLWR 

methods can handle the core problems that are presented in Q-routing and 

LWR and outperform the shortest path intradomain routing by 57% and 

17%, respectively. 
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Current approaches for transport service design and configuration face 

several challenges [27]. The challenges are listed as a lack of interface 

between OSS and network layer due to limited programmability and lack of 

services in the case of IP/MPLS operator networks. To solve this challenge, 

an approach based on hybrid SDN is proposed presenting the MPLS L3 VPN 

services for intent-based configuration in a carrier-grade ecosystem. An 

existing SDN controller is tested by using RESTCONF NBI (northbound 

interface). This controller is used to abstract the network configuration 

complexity by implementing the YANG network model which is also called 

L3NM (Layer 3 VPN network YANG model). Thus the result shows that the 

YANG model affects the time consumed between the controller and the 

network level to create services and limits the deployment of interfaces 

between the network layer and the operational support systems. 

Article [28] proposed a traffic tunneling technique known as MPLS-TE 

and described the design and implementation for IPv6 customers with the 

help of RSVP, OSPF, and BGP. The proposed work mainly focuses on 

traffic congestion minimization in the MPLS network by using tunneling 

techniques from traffic engineering and also compares the performance 

between disabled MPLS networks and tunnel-enabled networks for IPv6 

customer sites. The simulation result shows that the tunnel-enabled network 

has high throughput, low latency, less packet loss, fast convergence time, 

and minimum round trip time when compared with the disabled MPLS 

network. Thus the packet delivery ratio obtained in the tunnel enabled 

network was about 97.43%. 

MINA algorithm is used to find errors presented in MPLS architecture 

without using service provider networks [29]. However, it can be 

implemented only for single-homed CE configuration. Thus it extends             

their proposed work by using the heuristic-based approach in the MINA 

algorithm which helps to detect misconfiguration in MPLS architecture 

connected to multi-VRF, multi-homed configuration, and site-redundant         

CE environments. Thus the result shows that the MINA algorithm with a 

heuristic-based approach not only detects the misconfiguration but also 
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locates the misconfiguration in multi-VRF CE environments that making the 

network highly scalable by fixing the prefixes both inside and outside the 

administrative domain legitimately. 

Multi-layer multi-domain (MLMD) routing faces major issues between 

different layers and domains based on different technologies and cooperation 

[30]. There is also no attention to interdomain network topology and inter-

layer links which are not optimized due to lack of visibility. Thus the 

proposed way gives the solution to these orchestrating MLMD networks         

by using path computation engine (PCE). By using PCE, it makes the 

performance of flexible Ethernet technology to link IP and optical network 

domains. The issue of missing network information in MLMD can be dealt 

with by using a new implicit routing strategy by considering the boundary 

link metrics. Experimental result shows that the proposed method achieves 

87% of optimal throughput which is higher than current practices. Thus            

the proposed method optimizes the global network utilization for routing 

flexible Ethernet traffic in MLMD networks by preserving the intradomain 

network information. 

A multipath routing solution for load balancing is called BGP-multipath 

(BGP-M) [31]. There has not been much research on BGP-M despite recent 

interest in multipath routing. Here, we present the first measurement and in-

depth investigation of internet BGP-M routing. BGP’s default configuration 

calls for only one “best” path to be used for each prefix. A method called 

BGP-multipath (BGP-M) allows load balancing on several equally expensive 

IP-level inter-domain pathways. The ECMP feature is supported by routers 

made by the majority of significant suppliers, including Juniper, Cisco, and 

Huawei. Despite numerous research studies on multipath routing, BGP-M is 

still a mysterious method. 

After defining the terms MPLS-VPN and BGP, the benefits of MPLS-

VPN are discussed [32]. A computer network experiment based on MPLS- 

VPN and BGP is then developed. Following the experiment, the related 

evaluation is immediately available, and all network parameters are tested 

successfully. More and more businesses have access to the internet as 
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society and the economy expand. Personal virtual local area networks, or 

VPNs, can be utilized to create these businesses’ LANs in order to address 

this issue. In order to fully understand MPLS-VPN, this research created          

an experiment based on MPLS-VPN and BGP. Experimental teaching is           

a crucial teaching component in the educational system of colleges and 

universities compared with the theoretical one. 

Table 1. Comparison table between traditional IP and MPLS based VPN 

methodologies 

Author and year Methodology Limitations Remarks 

Ke and 

Copeland [1] 

Crank back with  cache, 

RIP, OSPF 

RIP and OSPF advertise 

only  topological 

information 

The proposed crank back with cache 

boosts the performance and reduces the 

advertisement traffic 

Armitage [2] 

Traditional IP, MPLS, 

CR-LDP,  M-RSVP, 

LSR 

IP VPNs have complex 

network  management and 

virtual routing 

 issues 

MPLS provides a solution to per-hop 

QoS, gigabit forwarding, network 

scaling, and traffic engineering. It also 

supports constrained-routed LSPs 

Um and Choi [3] 
MPLS, mobile IP, 

 LSP, LDP 

Low bandwidth efficiency, 

high    handover latency, 

and heavy signaling 

traffic 

Multicast re-routing was proposed to 

support smooth handover and allow    

frequent and seamless location 

management on MPLS mobile IP 

architecture 

Fortz et al. [4] 

Traditional IP,  traffic 

engineering, OSPF, 

IS-IS 

Robust communication, 

heavy traffic, and failure of 

network elements in case 

of TCP based IP networks 

The use of traffic engineering 

provides good user performance,  

efficient use of network resources, 

and allows OSPF and IS-IS to 

incorporate traffic and make 

path selection decisions 

Quoitin et al. 

[5] 

Traffic engineering, 

BGP, stub domain, 

transit domain, tuning 

Sizes of the internet and 

best-effort service are the 

major challenges in IP 

networks 

The proposed traffic engineering 

technique in BGP also had some 

drawbacks such as increasing the size 

of the BGP routing table and difficulty  

to select appropriate values but it 

shows that AS has high control over 

its outgoing traffic 

Yuzhong et al. 

[6] 

Differentiated services, 

MPLS, constraint-based 

routing, traffic 

engineering 

Traditional IP network 

suffers from serious local 

congestion and inefficient 

utilization of bandwidth 

Combined differentiated service and  

constrained-based routing to propose 

 a new TE mechanism that achieves 

   network load balancing, improved 

network resource utilization ratio, and 

also meets QoS requirements 

Viriyaphol and 

Jittaiviriyanukoon 

[7] 

Routing with a  clue, 

label switching, IP 

routing technique, 

MPLS 

MPLS suffers from high 

MQL,  increases MWT, and 

time-consuming is high 

at every single node 

They proposed routing with a clue 

technique to improve the performance 

 of routing, it also has a higher 

throughput rate when compared to 

the  MPLS network 
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Barakovic 

et al. [8] 

MPLS, multimedia 

networking, routing 

protocols, NS-2 

Multimedia applications in 

IP networks suffer from 

delay, jitter, packet loss, 

low reliability, starvation, 

and unfairness of 

certain traffic 

Multimedia applications in MPLS TE  

provide improved network performance 

in terms of throughput, utilization, 

packet loss, and reception packet, it 

also delivers a good quality of service 

Oulai et al. [9] 

MPLS networks, 

routing-based admission 

control, end-to-end 

delay 

Suffers from multi-

constrained  problems 

like delay,      bandwidth 

inefficiency, packet loss, 

and jitter 

Proposed a routing-based admission 

control technique in the MPLS 

network that provides end-to-end 

delay constrained for all IP traffic 

flows without re-routing 

Zhu et al. [10] 

Dynamic routing, traffic 

engineering, min-hop 

algorithm, MIRA 

algorithm, MPLS, LSP 

routing 

Traditional networks had 

the problem of delay and 

throughput inefficiency 

Presented a dynamic routing algorithm 

         that reduces the interference among 

competing flows and BU-MIRA  

algorithm results in good network 

performance in terms of routing 

optimization, load balancing, and 

computation complexity 

Che and Cobley 

[11] 

VoIP, IGP, RIPv1,  

OSPF, EIGRP, 

OPNET modeler 

VoIP applications over 

large enterprises suffer 

from latency and jitter 

whereas RIP carries out 

inefficient routing and 

EIGRP suffers from 

link failure 

Compared the performance of RIP, 

OSPF, and EIGRP in the OPNET 

simulation tool and the result shows 

that OSPF provides high resilience 

and efficiency in large enterprise 

networks to support VoIP services. 

It also provides flexibility and uses the 

same route for VoIP applications with 

 the same network specifications 

Wu and Zhang 

[12] 

MPLS, RSVP, traffic 

engineering, QoS, IPv4, 

and  IPv6 networks 

An increasing amount of 

label consumption and 

QoS     requirements are 

the two major    issues in the 

basic MPLS architecture 

Proposed a layered network 

MPLS architecture that integrates 

both IPv4 and IPv6 to upgrade the 

performance of the internet and helps 

to solve the problem of high label 

consumption in  the network 

Thorenoor [13] 
RIP, EIGRP,  OSPF, 

OPNET Modeler 

RIP and OSPF perform 

poor in terms of CPU 

utilization, memory, and 

bandwidth control 

EIGRP performs well when compared 

  to RIP and OSPF. Hence it can be 

implemented to provide functionality 

as well as stabilization in the network 

Kempf et al. 

[14] 

Open flow, NetFGPA, 

MPLS, open source 

LSR 

OpenFlow 1.0 does not 

support     MPLS 

Proposed an extension of open flow 

to support MPLS and describes its use 

in  the design and implementation 

of open source MPLS LSR based 

on the NetFPGA hardware platform 

Battista et al. 

[15] 

MPLS-VPN, ISP, 

BGP, VPLS 

Effect of network events 

such as reconfiguration, 

device failures, targeted at 

provisioning, focused on 

single topology and based 

on proprietary 

It merges the concept of both MPLS 

VPNs and VPLS to provide scalability, 

 best interoperability, and faster 

routing convergence in the network 

Yunos et al. 

[16] 

OPNET modeler  14.5, 

MPLS-VPN, EIGRP, 

OSPF 

Delay and jitter in EIGRP 

is reflected in MOS value 

as it   decreases as the rate 

of call increases 

Compared the performance of OSPF 

and EIGRP in an OPNET 

modeler and the result shows that 

OSPF performance is better when 

compared to EIGRP in terms of delay, 

jitter, and mean opinion score 
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Mai and Du 

[17] 

MPLS, MP-BGP, 

OPNET modeler 

BGP scalability deficiency 

and  VoIP do not react 

well even when the 

smallest disruption occurs 

Presented slow routing table transfer 

and route convergence delays in 

large  scale VPNs. The simulation 

result shows that BGP is the standard 

protocol to deal with large and 

complex networks 

Eljack and 

Abdelkarim 

[18] 

MPLS-VPN, OSPF, 

IS-IS, IGP, OPNET 

modeler 

Traditional IP based, 

frame  relay, and ATM 

networks have many 

drawbacks in the 

management operation of 

large  scale networks 

IGP allows the router to exchange 

information within an AS. Example: 

RIP, OSPF, and IS-IS. The simulation 

result shows that IS-IS gets better results 

than OSPF concerning the delay 

Lemeshko and 

Arous [19] 

3 backup schemes such 

as link, node, and path 

protection, flow-based 

and  fault-tolerance 

method, conditions for 

fast  re-route 

Does not provide an 

efficient response to 

overload in the 

traditional networks 

Responsible for prevention of node, 

link, or path intersection of primary 

and backup routes that are introduced 

in this structure model 

Sllame [20] 

GNS3, OpenSimMPLS, 

OPNET modeler, 

MPLS, traditional IP 

networks 

Traditional IP network 

does not provide the 

expected results 

in simulation 

Compared the performance of MPLS 

and traditional IP networks in GNS3, 

OpenSimMPLS, and OPNET simulation 

tools. The result shows that MPLS 

outperforms well by using  the label 

switching technique 

Jayakumar et 

al. [21] 
RIP, OSPF, GNS3 

RIP results in unnecessary 

wastage of bandwidth and 

higher convergence hence 

it can be suitable only for 

smaller networks 

The simulation result in GNS3 shows 

that OSPF has faster convergence and        

efficient bandwidth. Hence it can 

be chosen as a better choice 

for larger networks 

Yadav and 

Jeyakumar [22] 

MPLS-VPN, 

multi- VRF, GNS 

CE routers cannot perform 

functions like label 

exchange  because MPLS 

is not enabled on the 

CE routers 

Designed a multi-VRF MPLS network 

 on the service provider’s end which   

 limits the wastage of links and provides 

a route for every customer at the same 

network in a cost-efficient way 

Song et al. [23] 
MPLS, OSPF,  

GNS3, VRF 

The basic service provider 

network suffers from 

reliability, availability, and 

management   of network 

operations 

Double-layer design has been simulated 

and analyzed. The result shows that the 

upgraded topology performs better in 

terms of speed and capacity when 

compared with the current topology 

performance 

Tizazu et al. 

[24] 

DMVPN, RIP,  OSPF, 

EIGRP, hub-to-spoke, 

spoke-to-spoke 

RIP can be only used for 

smaller networks hence it 

cannot be suitable for dual 

hub dual DMVPN hub to 

spoke topology 

Both EIGRP and OSPF perform better 

for dual hub-to-spoke topology but 

since OSPF is a standard protocol, 

it can be recommended to use in multi- 

vendor enterprise networks 

Zhipeng et al. 

[25] 

VPN, MPLS, IPsec, 

SSL, network 

 security 

A potential threat to the 

security and privacy of data   

by cyber criminals 

Compared the performance of 

IPsec  VPN, MPLS-VPN, and 

SSL VPN. The result shows that 

SSL VPN is the  most secure 

one of the three 
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Xu et al. [26] 

Intradomain routing, 

reinforcement 

learning, RL based 

routing, SQR, 

  DLWR 

Complex network traffic 

and  large action space in 

routing   does not provide 

a proper solution for an 

existing RL based routing 

The proposed methods SQR and 

DLWR can easily handle the core 

problems in Q-network routing and 

outperform the shortest path routing by 

57% and 17%, respectively 

Barguil et al. 

[27] 

L3 VPN, IP networks, 

SDN,  YANG model, 

service provisioning 

Lack of open interface 

between (OSS) operational 

support systems and the 

network layer 

Presented an intent-based configuration 

of MPLS L3 VPN services in the 

carrier-grade ecosystem and 

implemented the YANG model to 

abstract the complexity of networks 

configuration and further limit 

the deployment of  common 

interfaces in the network 

Prasad et al. 

[28] 

MPLS-TE, VPN, 

RSVP, OSPF, IPv6 

Routers are overloaded due 

to uneven utilization of 

network links are the major 

drawback in     basic MPLS 

networks 

The proposed work mainly focuses on 

the minimization of traffic in the MPLS 

network by using the tunneling concept.  

It also shows that the tunnel- enabled 

MPLS network performs better and 

obtains the packet delivery ratio of 

up to 97%, respectively 

Ojha and 

Hansdah [29] 

MPLS L3 VPN 

privacy, Multi- VRF, 

CE security and 

privacy, MINA 

algorithm 

MPLS L3 VPN is often 

prone to errors and 

misconfigured the VPN 

customer’s data privacy 

and security 

Proposed an extended MINA 

algorithm based on a heuristic approach 

to detect and locate the misconfiguration 

in a multi-VRF environment that makes 

the network highly scalable 

Koulougli et al. 

[30] 

Flexible Ethernet, 

 IP-optical networks, 

path computation 

engine, SDN 

orchestration 

Issue of missing network 

information in an MLMD 

network due to privacy, 

security, and lack of 

visibility in intradomain 

network  topology 

Proposed a new method for routing 

flexible Ethernet traffic in MLMD 

networks to obtain the global network 

utilization and achieve 87% of 

optimal   throughput which is higher 

than current practices 

Li et al. [43] 

Border router, 

multipath routing, 

BGP-MLG server 

The key challenge is to map 

the AS borders accurately. 

The goal is to provide a 

more comprehensive and 

accurate picture of BGP-M 

implementation on the 

worldwide Internet. It 

would be interesting to 

learn whether BGP-M has 

been widely deployed 

This study describes the first 

measurement of BGP-M deployment 

throughout the internet. Our 

measurement was based on looking 

glass server data, which not only offers 

 the ground truth but also a wealth 

of information on numerous aspects 

of BGP-M 

Tao et al. [44] 

L2TP VPN, GRE 

VPN and   MPLS 

VPN, NS2 simulator 

SDN and IPv6 are not 

supported  by the MPLS 

VPN experiment, 

necessitating more study 

and system upgrades 

An extensively utilized networking 

technology is MPLS-VPN. Following 

the conclusion of the MPLS-VPN 

experiment by the students, it was 

discovered that the only way to 

determine the truth is through practice. 

The best technique to solidify theoretical 

information and improve one’s capacity 

to fully apply learnt theoretical 

knowledge to solve practical difficulties 

is through experimentation 
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Line Chart 1. Methodology used with its appropriate year. 

3. Conclusion 

This survey analyzes the various techniques that are used in intradomain 

and interdomain routing protocols by comparing the performance between 

traditional IP and MPLS based networks. The literature review of this        

paper shows how important is the sharing of information in a real-time 

environment by using different technologies. The main aim of this article          

is to identify the technique that is used for sharing the information more 

securely and efficiently between the customer edge and the provider edge        

in a network. The performance analysis shows that MPLS-VPN plays a 

prominent role in a real-time environment for sharing information in large 

enterprise networks. There is still a potential threat that arises in the area of 

information hijacking even in the BGP environment which has to be detected 

and analyzed to provide proper protective mechanisms as a result of future 

work. 
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4. Future Scope 

In future, there is a wide scope in the area of block-chain based        

cloud computing technology to do the research work for preventing the 

information from hackers. 
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